
• Testing of fundamental Sguil operations 

1. Download ISO image (16.04.6.5 ISO image built on 2020/03/25) 

https://download.securityonion.net/file/Security-Onion-16/securityonion-16.04.6.5.iso 

2. Install it in Virtual BOX. 

3. Run Setup script on desktop and follow the prompts to configure and start the Sguil. 

 

 

 

https://download.securityonion.net/file/Security-Onion-16/securityonion-16.04.6.5.iso


4. After reboot, run setup again to continue, then select evaluation mode. 

 

 

 

 

 

 



5. Define username and password 

 

 

 

 

 

 

 

 



6. Run Sguil by desktop icon. Log into Sguil by using the username and password which is 

defined during previous step. 

 

 

 

 

 

 



7. Select all the interfaces and click “Start SGUIL” 

 

 

 

 

 

 

 



8. Logged into Sguil 

 

 

 

 

 

 



9. Open Chrome and visit testmyids.com 

 

 

 

 

 



10. found one alert. (Alert ID 3.1) 

 

 

 

 

 

 

 

 



11. login Squert by Desktop icon 

 

 

 

 

 

 

 

 



12. Found the event which we visited the testmyids.com in the browser 

 

 

It conformed that Sguil using several probes to analyze the traffic from network. When 

the condition satisfied , it will send an alert to user. In this case, we visited a dummy 

website http://testmyids.com which has a suspicious behavior and Sguil successfully 

captured the action and report it to user interface (both Sguil and Squert). 

Ref: 

https://blog.securityonion.net/2011/01/introduction-to-sguil-and-squert-part-1.html 

http://testmyids.com/
https://blog.securityonion.net/2011/01/introduction-to-sguil-and-squert-part-1.html

