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Technical Analysis of PKI Development in Enterprise Network 

I. Why Public Key Infrastructure? 

There are many advantages to PKI, the major ones are: (Editor PKI - The Pros and Cons - 

Cogito Group PKI: Public Key Infrastructure)


1) Reality of non-repudiation: 

KPI will provide the recipient with proof of the origin of the message. It will protect 

against any attempt by the originator to falsely deny sending the message. (Wu et al. How 

to achieve non-repudiation of origin with privacy protection in cloud computing Chapter 

3)


2) Cost effectiveness: 

Some argue about the cost of buying certificates for SSL and security signature by code 

signing will cost venture for small business. For example, SSL certification used to cost 

35,000 to 100,000 (Total Cost of Ownership for Public Key Infrastructure Inputs: The 

Costs of VeriSign Managed PKI). However, a free SSL service is now available on the 

market, such as Let’s Encrypt 

	 	 




Zhao 2

 

Fig.1. VeriSign While Paper


3) Government approved: 

PKI is widely used by federal organizations, such as gov email service and website; the 

health and bank system also depend on PKI for authentication and authorization, such as 

online banking and mobile banking.


4) Cross platform supported: 

The KPI can be seamlessly implemented with TCP/IP protocol suits. It means that if the 

TCP/IP protocol is supported by the platform, KPI will be supported as well. All the 

modem operation systems such as Android, IOS, macOS, IOs, windows, Linux, and Unix 

support PKI.


II. Introduction to PKI 

PKI is a solution to facilitate the secure electronic transfer of information for a range of 

network activities, such as e-commerce, internet banking and confidential email. Before 

PKI, the private key was universally used by cryptography. But private key cryptography 

has its limitations, such as, no support for security key exchange keys remotely. For 
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example, a Toronto customer wants to buy a product from China. It is not ideal and practical 

that the customer flies to China and exchanges his private key for the seller’s private key. 

The PKI address this issue by the two parties in the deal can exchange their key pairs 

without meeting in person. The PKI fulfills the demand of modern global business. 

The first development of PKI was secretly happened in the early 1970s at the British 

intelligence agency (GCHQ). The first public disclosure of both security key exchange and 

asymmetric key algorithms was in 1976 by Diffie, Hellman, Rivest, Shamir, and Adleman. 

It includes hardware, software, people, policies, and procedures required to create, manage, 

distribute, use, store, and revoke digital certificates. In cryptography, the PKI helps to bind 

public keys with corresponding user identities by means of a certificate authority (CA). 

(Wikipedia Public key infrastructure Design)


III. PKI Mechanism 

PKI uses asymmetric key pairs to guarantee confidentiality and integrity. The foundation of 

PKI is the mathematical fact of the difficulty of factorization of large prime numbers. In 

another words, it is easy to calculator the product of two prime numbers, but it is hard to 

find the factors of a number only has large prime factors.  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Fig.2. Ideal use case of PKI 

The basic idea is:


a) Alice wants to send a coded message to Bob.


b) Except Alice, only Bob knows how to decode the cyphered message.


c) Alice and Bob both know how to code the message.


Ideally, the sender Alice chooses two large prime numbers m and n, then use their product 

p (p = m * n) to code the message. The key pair (m and n) will become the private key of 

Alice(m) and Bob(n), respectively. When the message is received by Bob, it is decoded 

by Bob’s private key(n). Due to the difficulty of big prime factorization, only Alice and 

Bob can decode the cyphered message. Thus, it guaranteed authentication of the data. 

(Public Key Cryptography)


IV. PKI Modes 

 

Fig.3. Root vs Intermediate Certificates and CAs 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There are three key components in PKI: digital certificates, certificate authority and 

registration authority. There are serval types of certificate authority: root CA, intermediate 

CA and Trust anchor. They are connected by the Certificate Trust Chain. It is a typical tree 

structure:


1) The root is the beginning of the trust chain.


2) The chain goes through intermediate certificate(s). 


3) The chain ends with the last certificate, called Trust anchor. 


4) Each client trusts his parents.


5)  Using tracking backward to their parents to confirm the validation. 


6) The backward tracking could be recursive until the root.


7) One CA trust, all CA should trust, same to the revoke. 

(Root vs Intermediate Certificates and CAs)


The trust chain is like the bitcoin chain block, which is not managed by compute power 

but human. 


V. Enterprise PKI Deployment Use Cases and Certificate Profiles 

Basically, the profile is a definition of how a certificate is expected to be generated for a 

certain use-case. Most use-cases are already defined in the existing profile. But you can still 

define your own certificate profile, but you may end up re-inventing the wheel. 

For example, RFC 5280 defines a profile for X.509 certificate and CRLs for internet usage. 

The profile, its section 4.1, describes what is expected of the service compare to other 

network such as X.25. Meanwhile, it defined the typical extensions. You can define your 

own extension by heritage that profile. Like in OOP, heritage from a class to make your own 
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class. (Finlay WeberFinlay Weber 78833 silver badges1212 bronze badges and 

garethTheRedgarethTheRed 98666 silver badges1717 bronze badges) 

 

Fig.4. RFC 5280 (Internet X.509 Public Key Infrastructure Certificate and Certificate 

Revocation List (CRL) Profile Section 4.1)
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VI. PKI Case Study: SSL on the Internet 

By using digital certificates, SSL, for authentication, enterprises could significantly improve 

their security and productivity. The typical use-case is: 


1) Authentication for Wi-Fi / VPN / OS 

 

Fig.5. AWS EC2 SSH needs .pem file (digital certification) 

Digital certificates are universally used for the authentication of Wi-Fi network login. 

Due to digital certification are mandatory during the login progress, it can effectively stop 

the unauthorized login attempt. Even the password is leaked, the digital certification file 

still can protect the Wi-Fi network from brutal force cracking. This applied to VPN and 

SSH login as well. Cloud services, such as AWS and Azure, recommend using digital 

certification for the SSH or RPD connection.


	 	 




Zhao 8

2) Integrity for Web Application 

Using SSL to help keep the data integrity including Web service such as https service, 

email, CMS, CRM etc... The mainstream http server support SSL features. Accommodate 

the client-side software, usually are browsers such as Chrome, Firefox, will inform user 

which data is authentic and which one is not guaranteed. It is widely used in online 

banking and commercials. 

 

Fig.6. Browser built-in SSL feature. 

As discussion in the earlier paraphs, SSL is broadly be used today in our daily life. Such 

as online shopping, online banking, online chatting, email, SSH, VPN, and so on, you 

named it. Without SSL(PKI) or the equivalent solution, there will be no Amazon, eBay, 

and PayPal, and so on, those e-commercial giants.
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VII. Conclusion


Above all, PKI resolves all the roadblocks of modern lifestyles. From online banking to 

shopping, from meeting to messaging. It has become the infrastructure of cyber life. Without the 

guarantee of authentication and integrity of data provided by PKI, we still need to wait for a 

month after sending the order to the seller from the newspaper ads.




Fig.7. mail advertisement on newspaper (https://dangerousminds.net/comments/

vintage_comic_book_ads_that_were_too_good_to_be_true)
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