COMP4056 Project A

Inside Zone
OSPF domain
Outside Zone
Internet PCa

s Fao/1  Fa0/0 Edge

SwitchA S o 121610/30 o 2 [ e
/—, L - - o fxm-==—=L]
-— 2 110.1.1.0/29 - , 2
HQ 120.1.1.0/30

PC1 PC2 E PC3

VLAN0: Yom 108 20.0/24 172.16.3.0/28

192.168.10.0/24

DMZ Zone

Major tasks:

A. Analyze the above network design. Choose the right system devices for project implementation.
Update the physical topology map based on your ports chosen.

B. Set up OSPF domain to form the Inside Zone. Create DMZ zone to host a Web server/PC3.
Connect outside zone to Internet.

C. Test IP connectivity within each security level zone. Verify/configure HQ/Edge IP routes to reach
out other zones/domains.

D. Create traffic filter so that VLAN 10 and 20 hosts are not allowed to access 172.16.1.0/30 network.
The rest of traffic flows from VLAN10 and VLAN 20 are all allowed.

E. Apply the right settings to allow PC4 to browse the PC3--Web server, also allow PC4 to VNC view
PC1.
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A. Analyze the above network design. Choose the right system devices for project implementation. Update the physical topology map based on your ports chosen.

B. Set up OSPF domain to form the Inside Zone. Create DMZ zone to host a Web server/PC3. Connect outside zone to Internet.

C. Test IP connectivity within each security level zone. Verify/configure HQ/Edge IP routes to reach out other zones/domains.

D. Create traffic filter so that VLAN 10 and 20 hosts are not allowed to access 172.16.1.0/30 network. The rest of traffic flows from VLAN10 and VLAN 20 are all allowed.
E. Apply the right settings to allow PC4 to browse the PC3--Web server, also allow PC4 to VNC view PC1



Version:

Cisco Adaptive Security Appliance Software Version 9.8(3)

Config on Edge:

nat (inside,outside) after-auto source dynamic any interface
nat (dmz,outside) after-auto source dynamic any interface
route outside ©0.0.0.0 0.0.0.0 110.1.1.1

policy-map global policy

class inspection_defaultinspect icmp
debug icmp trace

!
object network WWW-EXThost 110.1.1.3

object network WWW-INThost 172.16.3.1
nat (DMZ,outside) static WWW-EXT service tcp www www

access-1ist OUTSIDE extended permit tcp any object WWW-INT eq wwwaccess-group

OUTSIDE in interface outside
!

object network VNC-EXThost 110.1.1.4
object network VNC-INThost 192.168.10.2

nat (inside,outside) static VNC-EXT service tcp www www

access-1ist OUTSIDE extended permit tcp any object VNC-INT eq wwwaccess-group
OUTSIDE in interface outside




sh vlan




packet-tracer input outside tcp 110.1.1.4 1234 110.1.1.3 http detailed

packet-tracer input outside tcp 110.1.1.5 1234 110.1.1.4 http detailed

sh router




Edge# packet-tracer input outside tcp 110.1.1.4 1234 110.1.1.3 http

Phase: 1

Type: UN-NAT

Subtype: static

Result: ALLOW

Config:

object network WWW-INT

nat (DMZ,outside) static WWW-EXT service tcp www www



Additional Information:
NAT divert to egress interface DMZ

Untranslate 110.1.1.3/80 to 172.16.3.1/80

Phase: 2

Type: ACCESS-LIST

Subtype: log

Result: ALLOW

Config:

access-group OUTSIDE in interface outside

access-list OUTSIDE extended permit tcp any object WWW-INT eq www

Additional Information:

Phase: 3

Type: NAT

Subtype: per-session
Result: ALLOW
Config:

Additional Information:

Phase: 4

Type: IP-OPTIONS
Subtype:

Result: ALLOW
Config:

Additional Information:

Phase: 5
Type: QOS

Subtype:



Result: ALLOW
Config:

Additional Information:

Phase: 6

Type: NAT

Subtype: rpf-check

Result: ALLOW

Config:

object network WWW-INT

nat (DMZ,outside) static WWW-EXT service tcp www www

Additional Information:

Phase: 7
Type: QOS
Subtype:
Result: ALLOW
Config:

Additional Information:

Phase: 8

Type: NAT

Subtype: per-session
Result: ALLOW
Config:

Additional Information:

Phase: 9
Type: IP-OPTIONS

Subtype:



Result: ALLOW
Config:

Additional Information:

Phase: 10

Type: FLOW-CREATION
Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 5, packet dispatched to next module

Result:

input-interface: outside
input-status: up
input-line-status: up
output-interface: DMZ
output-status: up
output-line-status: up

Action: allow

Edge# packet-tracer input outside tcp 110.1.1.5 1234 110.1.1.4 http

Phase: 1

Type: UN-NAT

Subtype: static

Result: ALLOW

Config:

object network VNC-INT

nat (inside,outside) static VNC-EXT service tcp www www



Additional Information:
NAT divert to egress interface inside

Untranslate 110.1.1.4/80 to 192.168.10.2/80

Phase: 2

Type: ACCESS-LIST

Subtype: log

Result: ALLOW

Config:

access-group OUTSIDE in interface outside

access-list OUTSIDE extended permit tcp any object VNC-INT eq www

Additional Information:

Phase: 3

Type: NAT

Subtype: per-session
Result: ALLOW
Config:

Additional Information:

Phase: 4

Type: IP-OPTIONS
Subtype:

Result: ALLOW
Config:

Additional Information:

Phase: 5
Type: QOS

Subtype:



Result: ALLOW
Config:

Additional Information:

Phase: 6

Type: NAT

Subtype: rpf-check

Result: ALLOW

Config:

object network VNC-INT

nat (inside,outside) static VNC-EXT service tcp www www

Additional Information:

Phase: 7
Type: QOS
Subtype:
Result: ALLOW
Config:

Additional Information:

Phase: 8

Type: NAT

Subtype: per-session
Result: ALLOW
Config:

Additional Information:

Phase: 9
Type: IP-OPTIONS

Subtype:



Result: ALLOW
Config:

Additional Information:

Phase: 10

Type: FLOW-CREATION
Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 20, packet dispatched to next module

Result:

input-interface: outside
input-status: up
input-line-status: up
output-interface: inside
output-status: up
output-line-status: up

Action: allow
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eve@Linux-Desktop: ~
File Edit View Search Terminal Help
rtt ninfavg/max/mdev = 2.273/2.663/3.054/0.393 ns
:~5 suda nc -1 89
e
:-5 ping 110.1.1.1
p1ne 110.1.1.1 (110

.1.1.1) 56(84) bytes of data.

64 bytes from 118.1.1.1: icmp_seq=1 ttl=64 time=3.

o4 bytes from 110.1.1.1: icAp_seqs2 Ttl=gd time=2.43 ms
64 bytes from 118.1.1.1: icnp_seq=3 ttl=64 time=1.91 ms
64 bytes from 118.1.1.1: icmp_seq=d ttl=6d4 time=2.86 ms
o4 bytes from 110.1.1.1: icAp_seqss

64 bytes from 118.1.1.1: icnp_seq=6

64 bytes from 118.1.1.1: icnp_seqs7

o
- 110.1.1.1 ping statistics ---
7 packets transmitted, 7 received, 8% packet loss, time ceBsms
rtt min/avg/max/mdev = 1.462/2.241/3.324/0.532 ms
- ping 118.1.1.2
PING 118.1.1.2 (118.1.1.2) 56(84) bytes of data.

P PO &

"

- 118.1.1.2 plng statistics ---
2 packets transmitted, 0 recelved, 100% packet loss, tine 1023as

:-5 ping 110.1.1.4
[PING 118.1.1.4 (118.1.1.4) 56(84) bytes of data.
64 bytes from 118.1.1.4: icnp_seq=1 tt’ i
64 bytes from 118.1.1.4: lcnp_sequ2 ttl
e

- 116.1.1.4 ping statistics ---
2 packets transmitted, 2 recelved, 8% packet loss, time 1001ns
rtt minjavg/max/mdev = 1.388/2.217/3.847/8.838 n

:-% sudo nc -1 80

=% suda nc -1 88

P PoMas

eve@Linux-Desktop: -

File

e
- 110.1.1.3 ping statistics ---

7 packets transmitted, o received, 1005 packet loss, time G126ns

Edit View Search Terminal Help

1: lo: <LODPBACK,UP,LOWER_UP> ATu
Uink/loopback 00:60:08:06:00:
inet 127.8.8.1/8 scope host L
valid_Lft forever preferred Lft forever
inet6 ::1/128 scope host
valid_Lft forever preferred_Lft forever
ens3: <BROADCAST,MULTICAST,UF,LOWER_UP> ntu 1509 qdisc fq_cadel state UP group default qlen 1000
link/ether 06:50:00:00:05:00 brd ff:ff:ff:ff:ff:ff
inet 118.1.1.1/29 brd 118.1.1.7 scepe global noprefixroute ens3
valid_Lft forever preferred_Lft forever
inet6 feBB::258:Ff:fedd:560/64 scope link
valid_Lft forever preferred_Lft forever

s 65536 qdisc noqueue state UNKNOWN group default qlen 1008
00 brd 60:00:00:00:00:00

-5 ip a
: lo: <LODPBACK,UP,LOHER_UP> mtu 65536 qdisc nogueue state UNKNOWN group default qlen 1868
Link/loopback 00:00:00:00:00:00 brd 00:00:00:60:00:00
inet 127.0.6.1/8 scope host lo
valid_Lft forever preferred_Lft farever
inets /128 scope hest
valid_Lft forever preferred_Lft forever
: ens3: <BROADCAST ,MULTICAST,UP,LOWER_UP> mtu 1588 gdisc fq_codel state UP group default glen 1888
Uink/fether 08:50:00:80:85:00 brd ff: SFEFEIFT
inet 118.1.1.4/29 brd 110.1.1.7 scope global noprefixroute ens3
valld_Lft forever preferred_Lft forever
inets feBO::250:ff:fed0:500/64 scope link
valid_Lft forever preferred_Lft forever
-5 nc 110.1.1.3 88

1-§ nc 110.1.1.3 g



