PEN TESTING ASSIGNMENT 1 (20%)

Task 1: Vulnerability assessment with Nessus
Pre-lab configuration

1)
2)
3)

4)

2)

3)

4)

Make sure you have a working Linux box
Check your internet connection, you can either use NAT or bridge mode for this lab
Update your Linux box (take screenshot) - 1 mark

1i:~% sudo apt upgrade
a g package lists... Done
Building dependency tree... Done
Reading state informa . Done
Calculating upgrade...
The T wing packages been kept back
clang default-mysql-server galera-3 kali-desktop-core kali-linux-core
libcrypt-ssleay-perl libdbd-mariadb-perl libdbi-perl libfcgi-perl

libfile-fentllock-perl libhtml-parser-perl liblocale-gette
libnet-dbus-perl libnet-dns-sec-perl libnet-libidn-p: i -ssleay-perl
libomp-9-dev libomp5-9 libopencennect5 libsnmp4@ libsocket
libterm-readkey-perl libtext-charwidth-perl libtext-iconv-
libxml-parser-perl perl perl-base snmp snmpd

0 upgraded, ® newly installed, @ to remove and 29 not upgraded.

norton@kali:

You need to have a working email address for this lab, either use your personal,
school’s one or even create one for the group.

Use any web browser such as Firefox ESR or Ice Weasel to go to
https://www.tenable.com/products/nessus/nessus-plugins/obtain-an-activation-
code

This is the page where you need to register a Free Home user with your email

address in order to get an activation code. The activation code will be emailed to

your email address.

Then go to the download page (https://www.tenable.com/products/nessus/select-your-
operating-system#fdownload) to download your suitable version - Debian 6, 7, 8 / Kali
Linux 1 AMD64 or Debian 6, 7, 8 / Kali Linux 1 i386(32-bit) or any of your favorite Linux
distribution. Download it.

Open up a terminal window, navigate to your Downloads folder (take screenshot) 1
mark

( )-1~]
’—_ cd Do

cd: no such file or directory: Do

( )-[~]
’—_ cd Downloads

( ) - [~/Downloads]
L 11

total 44232
-rw-r--r-- 1 kali kali 45290778 Apr 14 21:26

[i—\ | - [~/Downloads]

”

Use your team user account (do not use root), use “sudo dpkg -i <Nessus-6......>” to
install Nessus on your system. Dpkg is the package manager in Debian system and “-


https://www.tenable.com/products/nessus/nessus-plugins/obtain-an-activation-code
https://www.tenable.com/products/nessus/nessus-plugins/obtain-an-activation-code

5)

6)

7)

8)

9)

" is the command to install a package. (take screenshot) - 1 mark

[sudo] passww. d fm
Selecting previously ul

S»’TTlnl} up nessus (8.14.8)

Unpacking Nessus Scanner Core Components...

- You can start Nessus Scanner by typing /bin/systemctl start nessusd.service
- Then go to https://kali:8834/ to configure your scanner

’_—f ) - [~/Downloads ]

Check the status of the Nessus package on the system, use “sudo /etc/init.d/nessusd
status” (take screenshot) - 1 mark

,j' ) - [~/Downloads |

/bi status nessusd.service

e nessusd.service - The Nessus Vulnerability Scanner
Loa ded (/lib/systemd/system/nessusd.service; disabled; vendor preset: disabled)
Active: inactive (dead)

L_.I ) - [~/Downloads |

Now start the Nessus daemon, use “sudo /etc/init.d/nessusd start” (take
screenshot) - 1 mark

ice; disabled; vendor preset: disabled)
6:37 EDT; 12s ag
Main PID.
Tasks:
Memory: 163.3M
CPU:
CGroup: /system.slice/nessusd.service
9 /opt/nessus/sbin/nessus-service -q
1250 nessusd -g

Apr 15 02:26:37 kali systemd[1]: Started The Nessus Vulnerability Scanner.
" )-[~]

Now go back to your browser, type https://127.0.0.1:8834 to login to the Nessus
web interface. Please make sure you type 8834 port as Nessus by default use this
port for the web interface. You might see “connection not secure” message, click
“Advanced” and “Add Exception” -> “Confirm Security Exception”. MWNK-TA3D-
M3FX-CVC5-H42S

You will see the Nessus welcome page, click continue. Create a username and put a
password. The username should be your team name. Now put the activation code
you already received in email and put it in there. Now Nessus will start to download
its essential plugins and features. It might take a while.

Now login to the Nessus web portal with your username and password, you will see
your username on top right corner. (take screenshot) - 1 mark

A norton g
My Scans Import New Folder
B My Scans

& AlScans
Create a new scan

10) Before you proceed any further, we need to check the ip address of your Linux

box(Metasploitable). We will run Nessus vulnerability scan on that. So go back to


https://127.0.0.1:8834/

terminal and type “sudo ifconfig -a” and note your ip address. (Usually the IP for
ethO interface, might differ though) (take screenshot) - 1 mark Let us assume you
record your IP address to be 192.168.136.128 with netmask 255.255.255.0

msfadnin@netasploitable:™5 ip a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 16436 gdisc nogueue
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
inetb ::1,/128 scope host
valid_Ift forever preferred_Ift forever
Z: eth0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc pfifo_fast glen 1000
linksether 00:0c:29:c5:ea:38 brd ff:ff:fF:ff:Ff:fF
inet 10.0.0.213-/24 brd 10.0.0.255 scope global ethO
inetb 2607:feaB:8443:1f00:20c:29ff :fec5:ea38/64 scope global dymamic
valid_Ift Z299sec preferred_1ft 299sec
inetb feB0O::20c:29ff :fec5:ea38,64 scope link
valid_I1ft forever preferred_Ift forever
msfadmin@metasploitable:™$

11) Go back to the Nessus web portal and click “New Scan” then choose “Basic
Network Scan”.




12) Give a name to your scan. Recommended format: YourGroupName_FirstScan

13) Put the target as the IP address subnet of your Linux box. So we assumed in step 10
that the IP address of my Linux box is 192.168.136.128 with netmask 255.255.255.0.
So here | will enter 192.168.136.0/24 as target machines. Save it.

14) Now click the launch button on right side of the scan to start the scan. (looks like a
“play” symbol of old diskman ©) (take screenshot) — 1 mark

(Opessus s oo €)
My Scans Import New Folder © New Scan
fw My Scans 1
i AllScans Clear Selected ltem
@ Trash
Name Schedule Last Modified
o norton_FirstScan ©On Demand ) Today at 2:49 AM
olicies
Plugin Rules

15) Now double click on the scan, then you will see the list of Hosts with IP addresses
that are scanning. Go to the next tab called “Vulnerabilities” (take screenshot) — 1
mark

norton_FirstScan
< Back to My Scans

Configure

Hosts 1 Vulnerabilities 1 History 1

Filter ~
Sev Name Family Count Scan Details
INFO Nessus SYN scanner Port scanners 3 Policy: Basic Network Scan
Status: Running (.

Severity Base: CVSS v3.0
Scanner: Local Scanner
Start: Today at 2:49 AM

Vulnerabilities

Critical
High
Medium
e Low

® Info

16) Now go back to your scans and wait for the scan to finish. It might take a while.
There are two green color curve arrows moving in circle that means the scan is
still in progress.

17) After the scan is finished, double click on the scan. Then you will see the Export
options. Export the scan in PDF with “Executive Summary” report options.

18) Send me the PDF scan report (1 mark) along with your actual lab report.
Task 2: Offline Cracking

1) Please perform the offline cracking task in the JTF and Hashcat lab and perform in
your lab environment.

2) Add a new user “<groupname>_cracking” and password as ‘passwordl’ (take screenshot)



sudo d norton_cracking
MNew password:
Retype new password:
passwd: password updated successfully

'y

1 mark

4) Change the Beep to Yes in John configura

tion file (take screenshot) -
ARKOV

[options]
# Default wordlist file name |
Wordlist = $JOHN/password.lst
# Use idle cycles only

o o 09 AL

DynamicAlwayslUseBareHashes = N

# Default Sinale = s

SingleRules ='Single

5) Use Unshadow to merge the /etc/passwd and /etc/shadow (take screenshot) — 1 mark
' ) -[~]
sudo uns ow fetc/passwd fetc/shadow > fhome/kali/hashcat
Created directory: /root/.john

( )< [~]
[r_ 1]



6) Use John’s default password list

o
GNU nanoc 5.4

Jusr/share/john/password.lst
val ject

Imickey
secret
summer
[internet
alb2c3
123

[ File '/usr/share/john/password.lst' is unwritable
Y virite Out i vihere Is i Cut il Execute cation Al Undo et Mark To Bracket
Kl Read File B Replace il Paste Bl Justify Go To Line W= Redo opy Where Was

7) Crack it! (take screenshot) — 2 marks

( ) - [~]
[j_jcw" /home/kali/hashcat

Using default input encoding: UTF-8

Loaded 1 password hash (shaSl2crypt, crypt(3) %63 [SHA512 128/128 AVX 2x])

Cost 1 (iteration count) is 5008 for all loaded hashes

Will run 4 OpenMP threads

Press 'g"' or Ctrl-C to abort, almost any other key for status

kali (kali)

1lg 0:00:00:00 DONE (2021-84-15 03:31) 1.2349/s 3792p/s 3792c/s 3792C/s Winnie..mobydick
Use the "--show" option to display all of the cracked passwords reliably

Session completed

- -]

8) Show the target file with -show command (take screenshot) — 1 mark

| )-[~]
I—_ john fhome/kali/hashcat
kali:kali:1leee:1leee:Kali,,,:/home/kali: /usr/bin/zsh

1 password hash cracked, 0 left

I_—|I |- [=~]

9) Use Hashcat to crack these MD5 hashes using Rock You word list



a)

827ccb0eea8a706c4c34a16891f84e7b (take screenshot) — 1 mark

) - [~/pentest]
hashl
827cchbl 8a706c4c34al68917F84e7b

[:_ijo" ) - [~/pentest]

Warning: detected hash type "LM", but the string is also recogni

Use the "--format=dynamic=md5($p)" option to force loading these as that type instead
Warning: detected hash type "LM", but the string is also recognized as "HAVAL-128-4"
Use the "--format=HAVAL-128-4" option to force loading as that type instead
Warning: detected hash type "LM", but the string is also recognized as "MD2"

Use the "--format=MD2" option to force loading these as that type instead

Warning: detected hash type "LM", but the string is also recognized as "mdc2"

Use the "--format=mdc2" option to force loading these as that type instead

Warning: detected hash type "LM", but the string is also recognized as "mscash"

Use the "--format=mscash" option to force loading these as that e instead
Warning: detected hash type "LM", but the string is also recognized as "mscash2"

Use the "--format=mscash2" option to force loading these as that type instead
Warning: detected hash type "LM", but the string is also recognized as "NT"

Use the "--format=NT" option to force loading these as that type instead

Warning: detected hash type "LM", but the string is also recognized as "Raw-MD4"

Use the "--format=Raw-MD4" option to force loading these as that type instead
Warning: detected hash type "LM", but the string is also recognized as "Raw-MD5"

Use the "--format=Raw-MD5" option to force loading these as that type instead
Warning: detected hash type "LM", but the string is also recognized as "Raw-MD5u"
Use the "--format=Raw-MD5u" option to force loading these as that type instead
Warning: detected hash type "LM", but the string is also recognized as "Raw-SHAl-AxCrypt"
Use the "--format=Raw-SHAl-AxCrypt" option to force loading these as that type instead
Warning: cted hash type "LM", but the string is also recognized as "ripemd-128"
Use the ormat=ripemd-128" option to force loading these as that type instead
Warning: detected hash type "LM", but the string is also recognized as "Snefru-128"
Use the Snefru-128" option to force loading th as that type instead
Warning: detected hash type "LM", but the string is also recognized as "ZipMonster"
Use the "--format=ZipMonster" option to force loading these as that type instead
Using default input encoding: UTF-8

Using default target encoding: CP850

Loaded 2 password hashes with no different salts (LM [DES 128/128 AV)

Warning: poor OpenMP scalability for this hash type, consider --for

Will run 4 OpenMP threads

Press 'g' or Ctrl-C to abort, almost any other key for status

Bg 9:00:00:01 DONE (2021-04-15 03:51) @g/s 9808Kp/s 9808Kc/s 19617KC/s #1FOXY..*7iVA
Session completed

[:—fl ) - [~/pentest]



b) 0d107d09f5bbe40cade3de5c71e9e9b7 (take screenshot) — 1 mark

) - [~/pentest]
o 8d107de9f5bbe4Bcade3de5c71e9e9

) - [~/pentest]
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Session completed

g

nt salts (LM [DES 128/128 AVX]
o

consider
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c)482c811da5d5b4bc6d497ffa98491e38 (take screenshot) — 1 mark

) - [~/pentest]
=cho 482c811da5d5b4bc6d497ffadB8491e38

L—w‘]_ ) - [~/pentest]

Warning: cted hash type "LM", but the string is also re
ormat=dynamic=md5($p)" option to force leoading t
detected hash type "LM", but the string is also recognized as
-format=HAVAL-128-4" option to force loading t as that type instead
tected hash type "LM", but the string is also r nized as "MD2"
-format=MD2" option e instead
detected hash type "LM i
"--format=mdc2" option to force loading these as that type instead
detected hash type "LM", but the string is also recognized as "mscash"
-format=mscash" option to force loading these as t type instead
detected hash type "LM", but the string is also rec ed as "mscash2"”
-format=mscash2" option to force loading these as that e instead
detected hash type "LM", but the string is also recognized as "NT"
"--format=NT" option to force loading th as that type instead
detected hash type "LM", but the stri is also ed as "Raw-MD4"
Use the "--format=Raw-MD4" option to force loading these
Warning tected hash type "LM", but the stri is also
t=Raw-MD5" option to force loa
te hash type "LM", but the string
Use the Raw-MD5u" option to force loading t t
Warning: detected hash type "LM", but the string is also rec as "Raw-SHAL-A>
Use the "--format=Raw-SHAl-AxCrypt" option to force loading th as that type ins
: detected hash type "LM", but the string is also recognized as "ripemd-128"
Use e n e instead
Warning tect is a3 ] a efru-128"
Use t at=Snefru-128" option to force loading these as that t instead
hash type "LM", but the string is also r Jnized "ZipMonster"®
"--format=ZipMonster" option to force loading these as that type instead
default input encoding: UTF-8
default target encoding: CP850
d 2 password hashes with no different salts (LM [DES 128/128 AVX])
g: poor OpenMP scalability for this hash type, consider --
Will run 4 OpenMP threads
Press 'q' or Ctrl-C to abort, almost any other key for status
Gg ©:00:80:01 DONE (2021-04-15 83:53) /s 9 (p/s 9633Kc/s 19267KC/s #1FOXY..*7iVA
Session completed

L—" ) - [~/pentest]

Post lab

1) You need to create a report in proper formatting (see #2).

2) First page of the report should have the name of the course, Lab Assignment 1,
the college name, your group and group members’ name. Please use a cover page
template from MS Word. Report should be in PDF format



3) The rest of the pages should have the screenshots that you collected in the lab steps
(e.g Task 1: Screenshots, Task 2: Screenshots)

4) Each team members need to submit the Lab report (in one PDF document via BB).

5) Deadline to submit the report is on/before: EST 10 PM sharp on Thursday, April
22nd 2021. If you have any questions/queries, you can email me or talk to me on
next/following class(s)

Mark rubrics:

Task Marks Weight Percentage
Task 1 10 1 10

Task 2 10 1 10

Total 20%




