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Hosts Executive Summary



10.0.0.1 4

10.0.0.1

0 1 3 1 30

CRITICAL HIGH MEDIUM LOW INFO

Vulnerabilities Total: 35

SEVERITY CVSS
V3.0

PLUGIN NAME

HIGH 5.0 42873 SSL Medium Strength Cipher Suites Supported (SWEET32)

MEDIUM 6.1 104743 TLS Version 1.0 Protocol Detection

MEDIUM 5.0 12217 DNS Server Cache Snooping Remote Information Disclosure

MEDIUM 4.3 136929 JQuery 1.2 < 3.5.0 Multiple XSS

LOW 3.3 10663 DHCP Server Detection

INFO N/A 10114 ICMP Timestamp Request Remote Date Disclosure

INFO N/A 45590 Common Platform Enumeration (CPE)

INFO N/A 11002 DNS Server Detection

INFO N/A 72779 DNS Server Version Detection

INFO N/A 54615 Device Type

INFO N/A 35716 Ethernet Card Manufacturer Detection

INFO N/A 86420 Ethernet MAC Addresses

INFO N/A 84502 HSTS Missing From HTTPS Server

INFO N/A 10107 HTTP Server Type and Version

INFO N/A 24260 HyperText Transfer Protocol (HTTP) Information

INFO N/A 106658 JQuery Detection

INFO N/A 11219 Nessus SYN scanner

INFO N/A 19506 Nessus Scan Information

INFO N/A 11936 OS Identification

http://www.nessus.org/plugins/index.php?view=single&id=42873
http://www.nessus.org/plugins/index.php?view=single&id=104743
http://www.nessus.org/plugins/index.php?view=single&id=12217
http://www.nessus.org/plugins/index.php?view=single&id=136929
http://www.nessus.org/plugins/index.php?view=single&id=10663
http://www.nessus.org/plugins/index.php?view=single&id=10114
http://www.nessus.org/plugins/index.php?view=single&id=45590
http://www.nessus.org/plugins/index.php?view=single&id=11002
http://www.nessus.org/plugins/index.php?view=single&id=72779
http://www.nessus.org/plugins/index.php?view=single&id=54615
http://www.nessus.org/plugins/index.php?view=single&id=35716
http://www.nessus.org/plugins/index.php?view=single&id=86420
http://www.nessus.org/plugins/index.php?view=single&id=84502
http://www.nessus.org/plugins/index.php?view=single&id=10107
http://www.nessus.org/plugins/index.php?view=single&id=24260
http://www.nessus.org/plugins/index.php?view=single&id=106658
http://www.nessus.org/plugins/index.php?view=single&id=11219
http://www.nessus.org/plugins/index.php?view=single&id=19506
http://www.nessus.org/plugins/index.php?view=single&id=11936


10.0.0.1 5

INFO N/A 50845 OpenSSL Detection

INFO N/A 56984 SSL / TLS Versions Supported

INFO N/A 10863 SSL Certificate Information

INFO N/A 70544 SSL Cipher Block Chaining Cipher Suites Supported

INFO N/A 21643 SSL Cipher Suites Supported

INFO N/A 57041 SSL Perfect Forward Secrecy Cipher Suites Supported

INFO N/A 94761 SSL Root Certification Authority Certificate Information

INFO N/A 22964 Service Detection

INFO N/A 25220 TCP/IP Timestamps Supported

INFO N/A 84821 TLS ALPN Supported Protocol Enumeration

INFO N/A 121010 TLS Version 1.1 Protocol Detection

INFO N/A 136318 TLS Version 1.2 Protocol Detection

INFO N/A 10287 Traceroute Information

INFO N/A 35711 Universal Plug and Play (UPnP) Protocol Detection

INFO N/A 10386 Web Server No 404 Error Code Check

INFO N/A 35712 Web Server UPnP Detection

http://www.nessus.org/plugins/index.php?view=single&id=50845
http://www.nessus.org/plugins/index.php?view=single&id=56984
http://www.nessus.org/plugins/index.php?view=single&id=10863
http://www.nessus.org/plugins/index.php?view=single&id=70544
http://www.nessus.org/plugins/index.php?view=single&id=21643
http://www.nessus.org/plugins/index.php?view=single&id=57041
http://www.nessus.org/plugins/index.php?view=single&id=94761
http://www.nessus.org/plugins/index.php?view=single&id=22964
http://www.nessus.org/plugins/index.php?view=single&id=25220
http://www.nessus.org/plugins/index.php?view=single&id=84821
http://www.nessus.org/plugins/index.php?view=single&id=121010
http://www.nessus.org/plugins/index.php?view=single&id=136318
http://www.nessus.org/plugins/index.php?view=single&id=10287
http://www.nessus.org/plugins/index.php?view=single&id=35711
http://www.nessus.org/plugins/index.php?view=single&id=10386
http://www.nessus.org/plugins/index.php?view=single&id=35712


10.0.0.101 6

10.0.0.101

0 0 0 2 17

CRITICAL HIGH MEDIUM LOW INFO

Vulnerabilities Total: 19

SEVERITY CVSS
V3.0

PLUGIN NAME

LOW 2.6 70658 SSH Server CBC Mode Ciphers Enabled

LOW 2.6 71049 SSH Weak MAC Algorithms Enabled

INFO N/A 10114 ICMP Timestamp Request Remote Date Disclosure

INFO N/A 35716 Ethernet Card Manufacturer Detection

INFO N/A 86420 Ethernet MAC Addresses

INFO N/A 10107 HTTP Server Type and Version

INFO N/A 24260 HyperText Transfer Protocol (HTTP) Information

INFO N/A 117886 Local Checks Not Enabled (info)

INFO N/A 11219 Nessus SYN scanner

INFO N/A 19506 Nessus Scan Information

INFO N/A 11936 OS Identification

INFO N/A 70657 SSH Algorithms and Languages Supported

INFO N/A 10267 SSH Server Type and Version Information

INFO N/A 22964 Service Detection

INFO N/A 25220 TCP/IP Timestamps Supported

INFO N/A 110723 Target Credential Status by Authentication Protocol - No Credentials
Provided

INFO N/A 10287 Traceroute Information

INFO N/A 35711 Universal Plug and Play (UPnP) Protocol Detection

http://www.nessus.org/plugins/index.php?view=single&id=70658
http://www.nessus.org/plugins/index.php?view=single&id=71049
http://www.nessus.org/plugins/index.php?view=single&id=10114
http://www.nessus.org/plugins/index.php?view=single&id=35716
http://www.nessus.org/plugins/index.php?view=single&id=86420
http://www.nessus.org/plugins/index.php?view=single&id=10107
http://www.nessus.org/plugins/index.php?view=single&id=24260
http://www.nessus.org/plugins/index.php?view=single&id=117886
http://www.nessus.org/plugins/index.php?view=single&id=11219
http://www.nessus.org/plugins/index.php?view=single&id=19506
http://www.nessus.org/plugins/index.php?view=single&id=11936
http://www.nessus.org/plugins/index.php?view=single&id=70657
http://www.nessus.org/plugins/index.php?view=single&id=10267
http://www.nessus.org/plugins/index.php?view=single&id=22964
http://www.nessus.org/plugins/index.php?view=single&id=25220
http://www.nessus.org/plugins/index.php?view=single&id=110723
http://www.nessus.org/plugins/index.php?view=single&id=10287
http://www.nessus.org/plugins/index.php?view=single&id=35711


10.0.0.101 7

INFO N/A 10386 Web Server No 404 Error Code Check

http://www.nessus.org/plugins/index.php?view=single&id=10386


10.0.0.112 8

10.0.0.112

0 0 1 0 17

CRITICAL HIGH MEDIUM LOW INFO

Vulnerabilities Total: 18

SEVERITY CVSS
V3.0

PLUGIN NAME

MEDIUM 5.0 57608 SMB Signing not required

INFO N/A 45590 Common Platform Enumeration (CPE)

INFO N/A 10736 DCE Services Enumeration

INFO N/A 54615 Device Type

INFO N/A 35716 Ethernet Card Manufacturer Detection

INFO N/A 86420 Ethernet MAC Addresses

INFO N/A 53513 Link-Local Multicast Name Resolution (LLMNR) Detection

INFO N/A 117886 Local Checks Not Enabled (info)

INFO N/A 11011 Microsoft Windows SMB Service Detection

INFO N/A 100871 Microsoft Windows SMB Versions Supported (remote check)

INFO N/A 106716 Microsoft Windows SMB2 and SMB3 Dialects Supported (remote check)

INFO N/A 11219 Nessus SYN scanner

INFO N/A 19506 Nessus Scan Information

INFO N/A 11936 OS Identification

INFO N/A 110723 Target Credential Status by Authentication Protocol - No Credentials
Provided

INFO N/A 10287 Traceroute Information

INFO N/A 135860 WMI Not Available

INFO N/A 10150 Windows NetBIOS / SMB Remote Host Information Disclosure

http://www.nessus.org/plugins/index.php?view=single&id=57608
http://www.nessus.org/plugins/index.php?view=single&id=45590
http://www.nessus.org/plugins/index.php?view=single&id=10736
http://www.nessus.org/plugins/index.php?view=single&id=54615
http://www.nessus.org/plugins/index.php?view=single&id=35716
http://www.nessus.org/plugins/index.php?view=single&id=86420
http://www.nessus.org/plugins/index.php?view=single&id=53513
http://www.nessus.org/plugins/index.php?view=single&id=117886
http://www.nessus.org/plugins/index.php?view=single&id=11011
http://www.nessus.org/plugins/index.php?view=single&id=100871
http://www.nessus.org/plugins/index.php?view=single&id=106716
http://www.nessus.org/plugins/index.php?view=single&id=11219
http://www.nessus.org/plugins/index.php?view=single&id=19506
http://www.nessus.org/plugins/index.php?view=single&id=11936
http://www.nessus.org/plugins/index.php?view=single&id=110723
http://www.nessus.org/plugins/index.php?view=single&id=10287
http://www.nessus.org/plugins/index.php?view=single&id=135860
http://www.nessus.org/plugins/index.php?view=single&id=10150


10.0.0.113 9

10.0.0.113

0 0 0 0 8

CRITICAL HIGH MEDIUM LOW INFO

Vulnerabilities Total: 8

SEVERITY CVSS
V3.0

PLUGIN NAME

INFO N/A 54615 Device Type

INFO N/A 86420 Ethernet MAC Addresses

INFO N/A 11219 Nessus SYN scanner

INFO N/A 19506 Nessus Scan Information

INFO N/A 11936 OS Identification

INFO N/A 22964 Service Detection

INFO N/A 25220 TCP/IP Timestamps Supported

INFO N/A 10287 Traceroute Information

http://www.nessus.org/plugins/index.php?view=single&id=54615
http://www.nessus.org/plugins/index.php?view=single&id=86420
http://www.nessus.org/plugins/index.php?view=single&id=11219
http://www.nessus.org/plugins/index.php?view=single&id=19506
http://www.nessus.org/plugins/index.php?view=single&id=11936
http://www.nessus.org/plugins/index.php?view=single&id=22964
http://www.nessus.org/plugins/index.php?view=single&id=25220
http://www.nessus.org/plugins/index.php?view=single&id=10287


10.0.0.114 10

10.0.0.114

0 0 0 0 8

CRITICAL HIGH MEDIUM LOW INFO

Vulnerabilities Total: 8

SEVERITY CVSS
V3.0

PLUGIN NAME

INFO N/A 54615 Device Type

INFO N/A 86420 Ethernet MAC Addresses

INFO N/A 11219 Nessus SYN scanner

INFO N/A 19506 Nessus Scan Information

INFO N/A 11936 OS Identification

INFO N/A 22964 Service Detection

INFO N/A 25220 TCP/IP Timestamps Supported

INFO N/A 10287 Traceroute Information

http://www.nessus.org/plugins/index.php?view=single&id=54615
http://www.nessus.org/plugins/index.php?view=single&id=86420
http://www.nessus.org/plugins/index.php?view=single&id=11219
http://www.nessus.org/plugins/index.php?view=single&id=19506
http://www.nessus.org/plugins/index.php?view=single&id=11936
http://www.nessus.org/plugins/index.php?view=single&id=22964
http://www.nessus.org/plugins/index.php?view=single&id=25220
http://www.nessus.org/plugins/index.php?view=single&id=10287


10.0.0.115 11

10.0.0.115

0 1 3 0 23

CRITICAL HIGH MEDIUM LOW INFO

Vulnerabilities Total: 27

SEVERITY CVSS
V3.0

PLUGIN NAME

HIGH 5.0 35291 SSL Certificate Signed Using Weak Hashing Algorithm

MEDIUM 6.4 51192 SSL Certificate Cannot Be Trusted

MEDIUM 6.4 57582 SSL Self-Signed Certificate

MEDIUM 6.1 104743 TLS Version 1.0 Protocol Detection

INFO N/A 10114 ICMP Timestamp Request Remote Date Disclosure

INFO N/A 45590 Common Platform Enumeration (CPE)

INFO N/A 54615 Device Type

INFO N/A 35716 Ethernet Card Manufacturer Detection

INFO N/A 86420 Ethernet MAC Addresses

INFO N/A 24260 HyperText Transfer Protocol (HTTP) Information

INFO N/A 11219 Nessus SYN scanner

INFO N/A 19506 Nessus Scan Information

INFO N/A 11936 OS Identification

INFO N/A 50845 OpenSSL Detection

INFO N/A 10762 RTSP Server Type / Version Detection

INFO N/A 56984 SSL / TLS Versions Supported

INFO N/A 10863 SSL Certificate Information

INFO N/A 70544 SSL Cipher Block Chaining Cipher Suites Supported

INFO N/A 21643 SSL Cipher Suites Supported

http://www.nessus.org/plugins/index.php?view=single&id=35291
http://www.nessus.org/plugins/index.php?view=single&id=51192
http://www.nessus.org/plugins/index.php?view=single&id=57582
http://www.nessus.org/plugins/index.php?view=single&id=104743
http://www.nessus.org/plugins/index.php?view=single&id=10114
http://www.nessus.org/plugins/index.php?view=single&id=45590
http://www.nessus.org/plugins/index.php?view=single&id=54615
http://www.nessus.org/plugins/index.php?view=single&id=35716
http://www.nessus.org/plugins/index.php?view=single&id=86420
http://www.nessus.org/plugins/index.php?view=single&id=24260
http://www.nessus.org/plugins/index.php?view=single&id=11219
http://www.nessus.org/plugins/index.php?view=single&id=19506
http://www.nessus.org/plugins/index.php?view=single&id=11936
http://www.nessus.org/plugins/index.php?view=single&id=50845
http://www.nessus.org/plugins/index.php?view=single&id=10762
http://www.nessus.org/plugins/index.php?view=single&id=56984
http://www.nessus.org/plugins/index.php?view=single&id=10863
http://www.nessus.org/plugins/index.php?view=single&id=70544
http://www.nessus.org/plugins/index.php?view=single&id=21643


10.0.0.115 12

INFO N/A 57041 SSL Perfect Forward Secrecy Cipher Suites Supported

INFO N/A 94761 SSL Root Certification Authority Certificate Information

INFO N/A 35297 SSL Service Requests Client Certificate

INFO N/A 22964 Service Detection

INFO N/A 25220 TCP/IP Timestamps Supported

INFO N/A 121010 TLS Version 1.1 Protocol Detection

INFO N/A 136318 TLS Version 1.2 Protocol Detection

INFO N/A 10287 Traceroute Information

http://www.nessus.org/plugins/index.php?view=single&id=57041
http://www.nessus.org/plugins/index.php?view=single&id=94761
http://www.nessus.org/plugins/index.php?view=single&id=35297
http://www.nessus.org/plugins/index.php?view=single&id=22964
http://www.nessus.org/plugins/index.php?view=single&id=25220
http://www.nessus.org/plugins/index.php?view=single&id=121010
http://www.nessus.org/plugins/index.php?view=single&id=136318
http://www.nessus.org/plugins/index.php?view=single&id=10287


10.0.0.118 13

10.0.0.118

0 0 0 0 8

CRITICAL HIGH MEDIUM LOW INFO

Vulnerabilities Total: 8

SEVERITY CVSS
V3.0

PLUGIN NAME

INFO N/A 54615 Device Type

INFO N/A 86420 Ethernet MAC Addresses

INFO N/A 11219 Nessus SYN scanner

INFO N/A 19506 Nessus Scan Information

INFO N/A 11936 OS Identification

INFO N/A 10919 Open Port Re-check

INFO N/A 25220 TCP/IP Timestamps Supported

INFO N/A 10287 Traceroute Information

http://www.nessus.org/plugins/index.php?view=single&id=54615
http://www.nessus.org/plugins/index.php?view=single&id=86420
http://www.nessus.org/plugins/index.php?view=single&id=11219
http://www.nessus.org/plugins/index.php?view=single&id=19506
http://www.nessus.org/plugins/index.php?view=single&id=11936
http://www.nessus.org/plugins/index.php?view=single&id=10919
http://www.nessus.org/plugins/index.php?view=single&id=25220
http://www.nessus.org/plugins/index.php?view=single&id=10287


10.0.0.129 14

10.0.0.129

0 0 0 0 4

CRITICAL HIGH MEDIUM LOW INFO

Vulnerabilities Total: 4

SEVERITY CVSS
V3.0

PLUGIN NAME

INFO N/A 35716 Ethernet Card Manufacturer Detection

INFO N/A 86420 Ethernet MAC Addresses

INFO N/A 19506 Nessus Scan Information

INFO N/A 10287 Traceroute Information

http://www.nessus.org/plugins/index.php?view=single&id=35716
http://www.nessus.org/plugins/index.php?view=single&id=86420
http://www.nessus.org/plugins/index.php?view=single&id=19506
http://www.nessus.org/plugins/index.php?view=single&id=10287


10.0.0.130 15

10.0.0.130

0 0 1 0 20

CRITICAL HIGH MEDIUM LOW INFO

Vulnerabilities Total: 21

SEVERITY CVSS
V3.0

PLUGIN NAME

MEDIUM 5.0 57608 SMB Signing not required

INFO N/A 45590 Common Platform Enumeration (CPE)

INFO N/A 10736 DCE Services Enumeration

INFO N/A 54615 Device Type

INFO N/A 35716 Ethernet Card Manufacturer Detection

INFO N/A 86420 Ethernet MAC Addresses

INFO N/A 53513 Link-Local Multicast Name Resolution (LLMNR) Detection

INFO N/A 117886 Local Checks Not Enabled (info)

INFO N/A 11011 Microsoft Windows SMB Service Detection

INFO N/A 100871 Microsoft Windows SMB Versions Supported (remote check)

INFO N/A 106716 Microsoft Windows SMB2 and SMB3 Dialects Supported (remote check)

INFO N/A 11219 Nessus SYN scanner

INFO N/A 19506 Nessus Scan Information

INFO N/A 43815 NetBIOS Multiple IP Address Enumeration

INFO N/A 11936 OS Identification

INFO N/A 22964 Service Detection

INFO N/A 110723 Target Credential Status by Authentication Protocol - No Credentials
Provided

INFO N/A 10287 Traceroute Information

http://www.nessus.org/plugins/index.php?view=single&id=57608
http://www.nessus.org/plugins/index.php?view=single&id=45590
http://www.nessus.org/plugins/index.php?view=single&id=10736
http://www.nessus.org/plugins/index.php?view=single&id=54615
http://www.nessus.org/plugins/index.php?view=single&id=35716
http://www.nessus.org/plugins/index.php?view=single&id=86420
http://www.nessus.org/plugins/index.php?view=single&id=53513
http://www.nessus.org/plugins/index.php?view=single&id=117886
http://www.nessus.org/plugins/index.php?view=single&id=11011
http://www.nessus.org/plugins/index.php?view=single&id=100871
http://www.nessus.org/plugins/index.php?view=single&id=106716
http://www.nessus.org/plugins/index.php?view=single&id=11219
http://www.nessus.org/plugins/index.php?view=single&id=19506
http://www.nessus.org/plugins/index.php?view=single&id=43815
http://www.nessus.org/plugins/index.php?view=single&id=11936
http://www.nessus.org/plugins/index.php?view=single&id=22964
http://www.nessus.org/plugins/index.php?view=single&id=110723
http://www.nessus.org/plugins/index.php?view=single&id=10287


10.0.0.130 16

INFO N/A 20301 VMware ESX/GSX Server detection

INFO N/A 135860 WMI Not Available

INFO N/A 10150 Windows NetBIOS / SMB Remote Host Information Disclosure

http://www.nessus.org/plugins/index.php?view=single&id=20301
http://www.nessus.org/plugins/index.php?view=single&id=135860
http://www.nessus.org/plugins/index.php?view=single&id=10150


10.0.0.139 17

10.0.0.139

0 0 0 0 4

CRITICAL HIGH MEDIUM LOW INFO

Vulnerabilities Total: 4

SEVERITY CVSS
V3.0

PLUGIN NAME

INFO N/A 10114 ICMP Timestamp Request Remote Date Disclosure

INFO N/A 86420 Ethernet MAC Addresses

INFO N/A 19506 Nessus Scan Information

INFO N/A 10287 Traceroute Information

http://www.nessus.org/plugins/index.php?view=single&id=10114
http://www.nessus.org/plugins/index.php?view=single&id=86420
http://www.nessus.org/plugins/index.php?view=single&id=19506
http://www.nessus.org/plugins/index.php?view=single&id=10287


10.0.0.140 18

10.0.0.140

0 0 1 0 17

CRITICAL HIGH MEDIUM LOW INFO

Vulnerabilities Total: 18

SEVERITY CVSS
V3.0

PLUGIN NAME

MEDIUM 5.0 57608 SMB Signing not required

INFO N/A 45590 Common Platform Enumeration (CPE)

INFO N/A 10736 DCE Services Enumeration

INFO N/A 54615 Device Type

INFO N/A 35716 Ethernet Card Manufacturer Detection

INFO N/A 86420 Ethernet MAC Addresses

INFO N/A 53513 Link-Local Multicast Name Resolution (LLMNR) Detection

INFO N/A 117886 Local Checks Not Enabled (info)

INFO N/A 11011 Microsoft Windows SMB Service Detection

INFO N/A 100871 Microsoft Windows SMB Versions Supported (remote check)

INFO N/A 106716 Microsoft Windows SMB2 and SMB3 Dialects Supported (remote check)

INFO N/A 11219 Nessus SYN scanner

INFO N/A 19506 Nessus Scan Information

INFO N/A 11936 OS Identification

INFO N/A 110723 Target Credential Status by Authentication Protocol - No Credentials
Provided

INFO N/A 10287 Traceroute Information

INFO N/A 135860 WMI Not Available

INFO N/A 10150 Windows NetBIOS / SMB Remote Host Information Disclosure

http://www.nessus.org/plugins/index.php?view=single&id=57608
http://www.nessus.org/plugins/index.php?view=single&id=45590
http://www.nessus.org/plugins/index.php?view=single&id=10736
http://www.nessus.org/plugins/index.php?view=single&id=54615
http://www.nessus.org/plugins/index.php?view=single&id=35716
http://www.nessus.org/plugins/index.php?view=single&id=86420
http://www.nessus.org/plugins/index.php?view=single&id=53513
http://www.nessus.org/plugins/index.php?view=single&id=117886
http://www.nessus.org/plugins/index.php?view=single&id=11011
http://www.nessus.org/plugins/index.php?view=single&id=100871
http://www.nessus.org/plugins/index.php?view=single&id=106716
http://www.nessus.org/plugins/index.php?view=single&id=11219
http://www.nessus.org/plugins/index.php?view=single&id=19506
http://www.nessus.org/plugins/index.php?view=single&id=11936
http://www.nessus.org/plugins/index.php?view=single&id=110723
http://www.nessus.org/plugins/index.php?view=single&id=10287
http://www.nessus.org/plugins/index.php?view=single&id=135860
http://www.nessus.org/plugins/index.php?view=single&id=10150


10.0.0.153 19

10.0.0.153

0 0 1 0 29

CRITICAL HIGH MEDIUM LOW INFO

Vulnerabilities Total: 30

SEVERITY CVSS
V3.0

PLUGIN NAME

MEDIUM 5.0 57608 SMB Signing not required

INFO N/A 10114 ICMP Timestamp Request Remote Date Disclosure

INFO N/A 45590 Common Platform Enumeration (CPE)

INFO N/A 54615 Device Type

INFO N/A 35716 Ethernet Card Manufacturer Detection

INFO N/A 86420 Ethernet MAC Addresses

INFO N/A 117886 Local Checks Not Enabled (info)

INFO N/A 17651 Microsoft Windows SMB : Obtains the Password Policy

INFO N/A 10394 Microsoft Windows SMB Log In Possible

INFO N/A 10859 Microsoft Windows SMB LsaQueryInformationPolicy Function SID
Enumeration

INFO N/A 11011 Microsoft Windows SMB Service Detection

INFO N/A 60119 Microsoft Windows SMB Share Permissions Enumeration

INFO N/A 10395 Microsoft Windows SMB Shares Enumeration

INFO N/A 100871 Microsoft Windows SMB Versions Supported (remote check)

INFO N/A 106716 Microsoft Windows SMB2 and SMB3 Dialects Supported (remote check)

INFO N/A 11219 Nessus SYN scanner

INFO N/A 19506 Nessus Scan Information

INFO N/A 11936 OS Identification

http://www.nessus.org/plugins/index.php?view=single&id=57608
http://www.nessus.org/plugins/index.php?view=single&id=10114
http://www.nessus.org/plugins/index.php?view=single&id=45590
http://www.nessus.org/plugins/index.php?view=single&id=54615
http://www.nessus.org/plugins/index.php?view=single&id=35716
http://www.nessus.org/plugins/index.php?view=single&id=86420
http://www.nessus.org/plugins/index.php?view=single&id=117886
http://www.nessus.org/plugins/index.php?view=single&id=17651
http://www.nessus.org/plugins/index.php?view=single&id=10394
http://www.nessus.org/plugins/index.php?view=single&id=10859
http://www.nessus.org/plugins/index.php?view=single&id=11011
http://www.nessus.org/plugins/index.php?view=single&id=60119
http://www.nessus.org/plugins/index.php?view=single&id=10395
http://www.nessus.org/plugins/index.php?view=single&id=100871
http://www.nessus.org/plugins/index.php?view=single&id=106716
http://www.nessus.org/plugins/index.php?view=single&id=11219
http://www.nessus.org/plugins/index.php?view=single&id=19506
http://www.nessus.org/plugins/index.php?view=single&id=11936
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INFO N/A 10860 SMB Use Host SID to Enumerate Local Users

INFO N/A 70657 SSH Algorithms and Languages Supported

INFO N/A 10881 SSH Protocol Versions Supported

INFO N/A 10267 SSH Server Type and Version Information

INFO N/A 25240 Samba Server Detection

INFO N/A 22964 Service Detection

INFO N/A 25220 TCP/IP Timestamps Supported

INFO N/A 110723 Target Credential Status by Authentication Protocol - No Credentials
Provided

INFO N/A 10287 Traceroute Information

INFO N/A 10829 UPnP Client Detection

INFO N/A 135860 WMI Not Available

INFO N/A 10150 Windows NetBIOS / SMB Remote Host Information Disclosure

http://www.nessus.org/plugins/index.php?view=single&id=10860
http://www.nessus.org/plugins/index.php?view=single&id=70657
http://www.nessus.org/plugins/index.php?view=single&id=10881
http://www.nessus.org/plugins/index.php?view=single&id=10267
http://www.nessus.org/plugins/index.php?view=single&id=25240
http://www.nessus.org/plugins/index.php?view=single&id=22964
http://www.nessus.org/plugins/index.php?view=single&id=25220
http://www.nessus.org/plugins/index.php?view=single&id=110723
http://www.nessus.org/plugins/index.php?view=single&id=10287
http://www.nessus.org/plugins/index.php?view=single&id=10829
http://www.nessus.org/plugins/index.php?view=single&id=135860
http://www.nessus.org/plugins/index.php?view=single&id=10150
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10.0.0.168

0 1 3 0 24

CRITICAL HIGH MEDIUM LOW INFO

Vulnerabilities Total: 28

SEVERITY CVSS
V3.0

PLUGIN NAME

HIGH 5.0 42873 SSL Medium Strength Cipher Suites Supported (SWEET32)

MEDIUM 6.4 51192 SSL Certificate Cannot Be Trusted

MEDIUM 6.4 57582 SSL Self-Signed Certificate

MEDIUM 6.1 104743 TLS Version 1.0 Protocol Detection

INFO N/A 10114 ICMP Timestamp Request Remote Date Disclosure

INFO N/A 45590 Common Platform Enumeration (CPE)

INFO N/A 54615 Device Type

INFO N/A 35716 Ethernet Card Manufacturer Detection

INFO N/A 86420 Ethernet MAC Addresses

INFO N/A 11219 Nessus SYN scanner

INFO N/A 19506 Nessus Scan Information

INFO N/A 11936 OS Identification

INFO N/A 50845 OpenSSL Detection

INFO N/A 56984 SSL / TLS Versions Supported

INFO N/A 83298 SSL Certificate Chain Contains Certificates Expiring Soon

INFO N/A 42981 SSL Certificate Expiry - Future Expiry

INFO N/A 10863 SSL Certificate Information

INFO N/A 70544 SSL Cipher Block Chaining Cipher Suites Supported

INFO N/A 21643 SSL Cipher Suites Supported

http://www.nessus.org/plugins/index.php?view=single&id=42873
http://www.nessus.org/plugins/index.php?view=single&id=51192
http://www.nessus.org/plugins/index.php?view=single&id=57582
http://www.nessus.org/plugins/index.php?view=single&id=104743
http://www.nessus.org/plugins/index.php?view=single&id=10114
http://www.nessus.org/plugins/index.php?view=single&id=45590
http://www.nessus.org/plugins/index.php?view=single&id=54615
http://www.nessus.org/plugins/index.php?view=single&id=35716
http://www.nessus.org/plugins/index.php?view=single&id=86420
http://www.nessus.org/plugins/index.php?view=single&id=11219
http://www.nessus.org/plugins/index.php?view=single&id=19506
http://www.nessus.org/plugins/index.php?view=single&id=11936
http://www.nessus.org/plugins/index.php?view=single&id=50845
http://www.nessus.org/plugins/index.php?view=single&id=56984
http://www.nessus.org/plugins/index.php?view=single&id=83298
http://www.nessus.org/plugins/index.php?view=single&id=42981
http://www.nessus.org/plugins/index.php?view=single&id=10863
http://www.nessus.org/plugins/index.php?view=single&id=70544
http://www.nessus.org/plugins/index.php?view=single&id=21643
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INFO N/A 57041 SSL Perfect Forward Secrecy Cipher Suites Supported

INFO N/A 22964 Service Detection

INFO N/A 25220 TCP/IP Timestamps Supported

INFO N/A 62564 TLS Next Protocols Supported

INFO N/A 121010 TLS Version 1.1 Protocol Detection

INFO N/A 136318 TLS Version 1.2 Protocol Detection

INFO N/A 138330 TLS Version 1.3 Protocol Detection

INFO N/A 10287 Traceroute Information

INFO N/A 11154 Unknown Service Detection: Banner Retrieval

http://www.nessus.org/plugins/index.php?view=single&id=57041
http://www.nessus.org/plugins/index.php?view=single&id=22964
http://www.nessus.org/plugins/index.php?view=single&id=25220
http://www.nessus.org/plugins/index.php?view=single&id=62564
http://www.nessus.org/plugins/index.php?view=single&id=121010
http://www.nessus.org/plugins/index.php?view=single&id=136318
http://www.nessus.org/plugins/index.php?view=single&id=138330
http://www.nessus.org/plugins/index.php?view=single&id=10287
http://www.nessus.org/plugins/index.php?view=single&id=11154
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10.0.0.179

0 1 3 0 24

CRITICAL HIGH MEDIUM LOW INFO

Vulnerabilities Total: 28

SEVERITY CVSS
V3.0

PLUGIN NAME

HIGH 5.0 42873 SSL Medium Strength Cipher Suites Supported (SWEET32)

MEDIUM 6.4 51192 SSL Certificate Cannot Be Trusted

MEDIUM 6.4 57582 SSL Self-Signed Certificate

MEDIUM 6.1 104743 TLS Version 1.0 Protocol Detection

INFO N/A 10114 ICMP Timestamp Request Remote Date Disclosure

INFO N/A 45590 Common Platform Enumeration (CPE)

INFO N/A 54615 Device Type

INFO N/A 35716 Ethernet Card Manufacturer Detection

INFO N/A 86420 Ethernet MAC Addresses

INFO N/A 11219 Nessus SYN scanner

INFO N/A 19506 Nessus Scan Information

INFO N/A 11936 OS Identification

INFO N/A 50845 OpenSSL Detection

INFO N/A 56984 SSL / TLS Versions Supported

INFO N/A 83298 SSL Certificate Chain Contains Certificates Expiring Soon

INFO N/A 42981 SSL Certificate Expiry - Future Expiry

INFO N/A 10863 SSL Certificate Information

INFO N/A 70544 SSL Cipher Block Chaining Cipher Suites Supported

INFO N/A 21643 SSL Cipher Suites Supported

http://www.nessus.org/plugins/index.php?view=single&id=42873
http://www.nessus.org/plugins/index.php?view=single&id=51192
http://www.nessus.org/plugins/index.php?view=single&id=57582
http://www.nessus.org/plugins/index.php?view=single&id=104743
http://www.nessus.org/plugins/index.php?view=single&id=10114
http://www.nessus.org/plugins/index.php?view=single&id=45590
http://www.nessus.org/plugins/index.php?view=single&id=54615
http://www.nessus.org/plugins/index.php?view=single&id=35716
http://www.nessus.org/plugins/index.php?view=single&id=86420
http://www.nessus.org/plugins/index.php?view=single&id=11219
http://www.nessus.org/plugins/index.php?view=single&id=19506
http://www.nessus.org/plugins/index.php?view=single&id=11936
http://www.nessus.org/plugins/index.php?view=single&id=50845
http://www.nessus.org/plugins/index.php?view=single&id=56984
http://www.nessus.org/plugins/index.php?view=single&id=83298
http://www.nessus.org/plugins/index.php?view=single&id=42981
http://www.nessus.org/plugins/index.php?view=single&id=10863
http://www.nessus.org/plugins/index.php?view=single&id=70544
http://www.nessus.org/plugins/index.php?view=single&id=21643
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INFO N/A 57041 SSL Perfect Forward Secrecy Cipher Suites Supported

INFO N/A 22964 Service Detection

INFO N/A 25220 TCP/IP Timestamps Supported

INFO N/A 62564 TLS Next Protocols Supported

INFO N/A 121010 TLS Version 1.1 Protocol Detection

INFO N/A 136318 TLS Version 1.2 Protocol Detection

INFO N/A 138330 TLS Version 1.3 Protocol Detection

INFO N/A 10287 Traceroute Information

INFO N/A 11154 Unknown Service Detection: Banner Retrieval

http://www.nessus.org/plugins/index.php?view=single&id=57041
http://www.nessus.org/plugins/index.php?view=single&id=22964
http://www.nessus.org/plugins/index.php?view=single&id=25220
http://www.nessus.org/plugins/index.php?view=single&id=62564
http://www.nessus.org/plugins/index.php?view=single&id=121010
http://www.nessus.org/plugins/index.php?view=single&id=136318
http://www.nessus.org/plugins/index.php?view=single&id=138330
http://www.nessus.org/plugins/index.php?view=single&id=10287
http://www.nessus.org/plugins/index.php?view=single&id=11154
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10.0.0.183

1 0 0 0 12

CRITICAL HIGH MEDIUM LOW INFO

Vulnerabilities Total: 13

SEVERITY CVSS
V3.0

PLUGIN NAME

CRITICAL 10.0 64394 Portable SDK for UPnP Devices (libupnp) < 1.6.18 Multiple Stack-based
Buffer Overflows RCE

INFO N/A 10114 ICMP Timestamp Request Remote Date Disclosure

INFO N/A 54615 Device Type

INFO N/A 35716 Ethernet Card Manufacturer Detection

INFO N/A 86420 Ethernet MAC Addresses

INFO N/A 11219 Nessus SYN scanner

INFO N/A 19506 Nessus Scan Information

INFO N/A 11936 OS Identification

INFO N/A 66334 Patch Report

INFO N/A 25220 TCP/IP Timestamps Supported

INFO N/A 10287 Traceroute Information

INFO N/A 35711 Universal Plug and Play (UPnP) Protocol Detection

INFO N/A 35712 Web Server UPnP Detection

http://www.nessus.org/plugins/index.php?view=single&id=64394
http://www.nessus.org/plugins/index.php?view=single&id=10114
http://www.nessus.org/plugins/index.php?view=single&id=54615
http://www.nessus.org/plugins/index.php?view=single&id=35716
http://www.nessus.org/plugins/index.php?view=single&id=86420
http://www.nessus.org/plugins/index.php?view=single&id=11219
http://www.nessus.org/plugins/index.php?view=single&id=19506
http://www.nessus.org/plugins/index.php?view=single&id=11936
http://www.nessus.org/plugins/index.php?view=single&id=66334
http://www.nessus.org/plugins/index.php?view=single&id=25220
http://www.nessus.org/plugins/index.php?view=single&id=10287
http://www.nessus.org/plugins/index.php?view=single&id=35711
http://www.nessus.org/plugins/index.php?view=single&id=35712
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10.0.0.188

0 0 1 0 21

CRITICAL HIGH MEDIUM LOW INFO

Vulnerabilities Total: 22

SEVERITY CVSS
V3.0

PLUGIN NAME

MEDIUM 5.0 57608 SMB Signing not required

INFO N/A 10114 ICMP Timestamp Request Remote Date Disclosure

INFO N/A 45590 Common Platform Enumeration (CPE)

INFO N/A 10736 DCE Services Enumeration

INFO N/A 54615 Device Type

INFO N/A 35716 Ethernet Card Manufacturer Detection

INFO N/A 86420 Ethernet MAC Addresses

INFO N/A 10107 HTTP Server Type and Version

INFO N/A 24260 HyperText Transfer Protocol (HTTP) Information

INFO N/A 53513 Link-Local Multicast Name Resolution (LLMNR) Detection

INFO N/A 117886 Local Checks Not Enabled (info)

INFO N/A 11011 Microsoft Windows SMB Service Detection

INFO N/A 100871 Microsoft Windows SMB Versions Supported (remote check)

INFO N/A 106716 Microsoft Windows SMB2 and SMB3 Dialects Supported (remote check)

INFO N/A 11219 Nessus SYN scanner

INFO N/A 19506 Nessus Scan Information

INFO N/A 11936 OS Identification

INFO N/A 22964 Service Detection

http://www.nessus.org/plugins/index.php?view=single&id=57608
http://www.nessus.org/plugins/index.php?view=single&id=10114
http://www.nessus.org/plugins/index.php?view=single&id=45590
http://www.nessus.org/plugins/index.php?view=single&id=10736
http://www.nessus.org/plugins/index.php?view=single&id=54615
http://www.nessus.org/plugins/index.php?view=single&id=35716
http://www.nessus.org/plugins/index.php?view=single&id=86420
http://www.nessus.org/plugins/index.php?view=single&id=10107
http://www.nessus.org/plugins/index.php?view=single&id=24260
http://www.nessus.org/plugins/index.php?view=single&id=53513
http://www.nessus.org/plugins/index.php?view=single&id=117886
http://www.nessus.org/plugins/index.php?view=single&id=11011
http://www.nessus.org/plugins/index.php?view=single&id=100871
http://www.nessus.org/plugins/index.php?view=single&id=106716
http://www.nessus.org/plugins/index.php?view=single&id=11219
http://www.nessus.org/plugins/index.php?view=single&id=19506
http://www.nessus.org/plugins/index.php?view=single&id=11936
http://www.nessus.org/plugins/index.php?view=single&id=22964
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INFO N/A 110723 Target Credential Status by Authentication Protocol - No Credentials
Provided

INFO N/A 10287 Traceroute Information

INFO N/A 135860 WMI Not Available

INFO N/A 10150 Windows NetBIOS / SMB Remote Host Information Disclosure

http://www.nessus.org/plugins/index.php?view=single&id=110723
http://www.nessus.org/plugins/index.php?view=single&id=10287
http://www.nessus.org/plugins/index.php?view=single&id=135860
http://www.nessus.org/plugins/index.php?view=single&id=10150
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